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APPENDIX 1
TO THE TERMS AND CONTIDIONS OF USE OF THE PORTAL FOR CANDDIDATES
TO THE TERMS AND CONTIDIONS OF USE OF THE PORTAL FOR EMPLOYERS

PRACUJ W UNII - EUROPA SP. Z O.0. shall endeavor to protect the privacy of Users, Recipients and
Customers of the Portal. This document describes privacy policy of Portal. Visiting our web sites you
accept regulations described in this document.

In Privacy Policy we use following terms which refer respectively:

Service Provider, we, our — PRACUJ W UNII - EUROPA SP. Z O.O. with its registered office in Wroctaw,
136A Nenckiego street entered into the Register of Entrepreneurs of the National Court Register kept
by the District Court for Wroctaw-Fabryczna, VI Commercial Department of the National Court
Register under no. 0000509786, holding Tax Identification Number (NIP) 899-27-54-745.

Service, Portal — The Internet portal available under europa.jobs

User, you — a natural person of age, who uses functionalities offered by Service Provider's Portal
which do not require the registration or logging-in.

Recipient, Candidate — a natural person of age, who owns an account on the Portal and uses the
Services provided by electronic means by the Service Provider.

Customer/Employer — companies which post Job Ad on the Portal and have Customer/Employer
Account

Job Ad - job published on the Portal

GDPR, General Data Protection Regulation — Regulation of the European Parliament and of the
Council (EU) 2016/679 of 27/04/2016 on the protection of individuals with regard to the processing
of personal data and on the free movement of such data and repealing Directive 95/46/WE (General
Data Protection Regulation).

Terms and Conditions —Terms and Condition for candidates or employers

1. Who is the controller of your personal data?
The controller of your personal data is PRACUJ W UNII — EUROPA SP. Z O.O. with its registered
office in Wroctaw, 136A Nenckiego street.

2. How to contact us to obtain more information about processing personal data?
Send the message to us:
a) at e-mail address: gdpr@europa.jobs
b) use our contact form https://en.europa.jobs/contact/by post to the address PRACUI W
UNII — EUROPA Sp. z 0.0., 136A Nenckiego street, 52-223 Wroctaw
c) contact due to protection of personal data: gdpr@europa.jobs

3. How do we process the data?
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Due to the fact that we provide various kind of services for different group of users, below we
describe each case specifying the purpose and the scope of processed data and their legal
basis.

SERVICES FOR CANDIDATES

a) Applying for a job
1 Type of data: e-mail address, first name, surname, date of birth, knowledge of foreign

languages, native language, holding a driving license, data included in attached CV

documents and certificates, messages from the employer

1 Purpose of processing data: providing services consisting of enabling candidates
to apply for a job on PWU; applying for a candidate (both logged-in and not
logged-in users) for a job posted by employers; forwarding messages from the
candidate to the employer; increasing the chance of finding the job by the
candidate by enabling employers to automatically translate Candidate’'s CV file
(only in PDF format) to English and German.
The legal basis: Article 6(1)(b) of the General Data Protection Regulation
Do we share the data? Yes — with Employers (who have the account on our Portal)
with job ads which one applied for. The list of employers is available here:
https://en.europa.jobs/check-employer/
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b) Candidate Account
1 Type of data: e-mail address, password encrypted in the system, first name, surname,
date of birth, phone number, native language, information about the profession and
years of experience, knowledge of foreign languages, holding a driving license, data
included in attached CV documents, certificates and multimedia
1 Purpose of processing data: creating an account, using the portal as a logged-in user
- the Candidate
The legal basis: Article 6(1)(b) of the General Data Protection Regulation
Do we share the data? No
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c) Matching Candidate's CV to employers (Matching Candidates Service)

1 Type of data: e-mail address, first name, surname, date of birth, phone number, native
language, information about the profession and years of experience, information
about profession which one applied for or were set on candidate account, knowledge
of foreign languages, holding a driving license, data included in attached CV
documents, certificates and multimedia, consent of the person

1 Purpose of processing data: suggesting candidates to employers — matching

candidates with the use of information about their profession to job ad posted on the
portal by an employer; increasing the chance of finding the job by the candidate by
enabling employers to automatically translate Candidate's CV file (only in PDF
format) to English and German

The legal basis: Article 6(1)(a) of the General Data Protection Regulation

Do we share the data? Yes — with Employers who have the account on the Portal and
use this service. The list of employers is available here: https://en.europa.jobs/check-

employer/

E

d) Sending e-mail messages with jobs

1 Type of data: e-mail address, first name, surname, information about profession
which one applied for, the consent to receive job advertisements, phone number, the
consent to receive commercial information, position
Purpose of processing data: sending messages containing jobs
The legal basis: Article 6(1)(a) of the General Data Protection Regulation
Do we share the data? No
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e) Communication referring to service providing

il

il

Type of data: e-mail address, first name, surname, reason and content of the
message, sending date

Purpose of processing data: sending messages and information relating to PWU
(information about stages of delivering services, changes in Terms and Conditions,
new functionalities, validations and warnings)

The legal basis: Article 6(1)(b) of the General Data Protection Regulation

Do we share the data? Yes — under justified circumstances with supervisory
authorities in case of the control or documentation of validations

f) Enabling logging in and registering on the Portal via Facebook

1
1

1
1

Type of data: e-mail address, first name, ID number of the candidate on the portal
Purpose of processing data: enabling logging in and registering on the PWU portal
(only on a candidate account) via Facebook

The legal basis: Article 6(1)(a) of the General Data Protection Regulation

Do we share the data? No

g) Ordering Euro-Tax.pl service

1
1
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Type of data: e-mail address, first name, phone number

Purpose of processing data: downloading and communicating data of parties
interested in Euro-Tax.pl service in order to undertake the cooperation with Euro-
Tax.pl

The legal basis: Article 6(1)(a) of the General Data Protection Regulation

Do we share the data? Yes — with Euro-Tax.pl Zwrot Podatku S.A., 2-8/1 Sikorskiego
street, 53-659 Wroctaw

We inform that personal data specified above may be also processed to realize legitimate
interests of PWU which are the internal analysis, internal control, internal reports relating to
service providing or processing operations and demonstrating compliance with law
regulations. The legal basis of such processing is Article 6(1)(f) of the General Data Protection
Regulation.

SERVICES FOR EMPLOYERS

h) Employer Account

1
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Type of data: e-mail address, password encrypted in the system, company name,
company name displayed on the portal, phone numbers, web address, company
address, registration numbers (NIP, Regon, KRAZz)

Purpose of processing data: creating an account, using the portal as a logged-in user
- the Employer

The legal basis: Article 6(1)(b) of the General Data Protection Regulation

Do we share the data? Yes — under justified circumstances with supervisory
authorities in case of case of gross violations or on suspected offences

i) Employer's Business Card

1

1
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Type of data: company name, phone numbers, web address, company address,
registration numbers (NIP, Regon, KRS, KRAZ), descriptive content posted by the
employer, data contained in multimedia files and data contained in scanned
documents attached by employer

Purpose of processing data: making data of employers (who have active accounts on
the portal and posted at least job ad) public for other users of the portal

The legal basis: Article 6(1)(b) of the General Data Protection Regulation

Do we share the data? Yes — at europa.jobs

i) Employer Verification
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Type of data: e-mail address, company name, phone numbers, web address, company
address, registration numbers (NIP, Regon, KRAZ), descriptive content posted by the
employer, data contained in multimedia files and data contained in scanned
documents attached by employer

Purpose of processing data: verifying the validation of data given while registering
the employer with the official registers

The legal basis: Article 6(1)(f) of the General Data Protection Regulation

Do we share the data? Yes — under justified circumstances with supervisory
authorities in case of case of gross violations or on suspected offences

k) Invoicing, issuing pro-forma invoices

1
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Type of data: e-mail address, company name, phone numbers, company address, NIP
registration number, language, currency, content specified on the invoice or pro-
forma invoice

Purpose of processing data: automatic issuing invoices, pro-forma invoices in the
employer dashboard

The legal basis: Article 6(1)(b) of the General Data Protection Regulation

Do we share the data? Yes — under justified circumstances with supervisory
authorities

1) Online payment and card payment

1
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Type of data: e-mail address, first name, surname, currency, amount, payment title,
payment method (selected bank or card payment)

Purpose of processing data: enabling payment for the services for employers on the
portal

The legal basis: Article 6(1)(b) of the General Data Protection Regulation

Do we share the data? Yes — (e-mail address, payment title and amount) to entities
realizing the payment online and with a card

m) Customer service of the Employer and communication with him

f
f

f
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Type of data: e-mail address, company name, phone number

Purpose of processing data: customer service, sending information referring activities
of the portal and promoting its services

The legal basis: Article 6(1)(b) of the General Data Protection Regulation

Do we share the data? No

n) Chat with the user of the portal in the Employer section on the portal

f
f

f
f

Type of data: e-mail address, first name and surname

Purpose of processing data: servicing the chat with the user; providing immediate help
for employers referring to portal services

The legal basis: Article 6(1)(f) of the General Data Protection Regulation

Do we share the data? No

We inform that personal data specified above may be also processed to realize legitimate
interests of PWU which are the internal analysis, internal control, internal reports relating to
service providing or processing operations and demonstrating compliance with law
regulations. The legal basis of such processing is Article 6(1)(f) of the General Data Protection
Regulation.

SERVICES FOR USERS OF THE PORTAL, CANDIDATES AND EMPLOYERS

o) Contact Form

1
1

1

Type of data: e-mail address, first name, surname, phone number

Purpose of processing data: enabling the correspondence with PWU via the contact
form; continuing the communication via mailing software

The legal basis: Article 6(1)(f) of the General Data Protection Regulation
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Do we share the data? No

p) Sending marketing messages

1
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Type of data: e-mail address, first name, surname, company name, address, reason
and content of communication, sending data

Purpose of processing data: sending marketing and promoting messages and
information referring to PWU

The legal basis: Article 6(1)(a) of the General Data Protection Regulation

Do we share the data? Yes, to mailing or delivery service providers in case of using
this form of delivery.

q) Mailing of the partners

il

1
1
1

Type of data: e-mail address, first name, surname, company name; position,
country, native language, phone number, the consent to receive commercial
information

Purpose of processing data: sending messages ordered by PWU partners
The legal basis: Article 6(1)(a) of the General Data Protection Regulation

Do we share the data? No

r) Web push notifications

il
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Type of data: cookies of the user: IP address of the person (only in case when IP is
assigned to a specific person and not to the service provider), type of browser,
operating system and the type of device, time of server enquiry, data referring to
visited sites on PWU portal

Purpose of processing data: enabling users to use the function of web push
notification (also in accordance to automatic profiling based on visited sites).
Notifications of nature promoting services of PWU and its partners.

The legal basis: Article 6(1)(a) of the General Data Protection Regulation

Do we share the data? No

s) Displaying advertisements
On PWU portal:

il

f
f

Type of data: cookies of the user specified here:
https://policies.google.com/technologies/types?hl=pl; more information:
https://policies.google.com/technologies/partner-sites

Purpose of processing data: displaying advertisements of external advertisers to
users of the portal

The legal basis: Article 6(1)(a) and Article 6(1)(f) of the General Data Protection
Regulation

On other portals (remarketing)

il

Type of data: cookies of the user (in pseudonymized form): cookie ID, passworded e-
mail addresses, mobile advertisements ID, other technical identifications which
allow an individual behavior to be differentiated without direct identification of
persons; cookies used by Google — source:
https://policies.google.com/technologies/types?hl=pl;
https://policies.google.com/technologies/partner-sites; e-mail address, first name,
surname, information about the position (for which one applied or looks for a job);
data collected by Facebook in a scope specified there:
https://www.facebook.com/about/privacy/

Purpose of processing data: displaying PWU offers to the Internet users (on other
sites)

The legal basis: Article 6(1)(a) or Article 6(1)(f) of the General Data Protection
Regulation

Do we share the data? Yes — with Google Ireland Limited, Gordon House, Barrow
Street, Dublin 4, Ireland; Facebook Ireland Limited, 4 Grand Canal Square, Grand
Canal Harbour, Dublin 2, Ireland
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1 The legal basis: Article 6(1)(a) of the General Data Protection Regulation
ﬂ —_

Regulation

E
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